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Background: Securing Physical Systems

• Standard cybersecurity approaches are infrastructural in nature

• There is little emphasis on protecting the applications within 
specific information systems: Cyber-physical processes are apps

• The cybersecurity community 
has limited experience in securing 
system application functions, especially 
physical system control functions

• And system application designers, in 
general, do not have experience with 
designing for better cybersecurity, 
especially physical system designers
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What are Cyber-Physical Systems?       

Engineered systems that…
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A CPS Systems Engineer must master:

• Concepts of secure access control to and use of the system and 
system resources (domain of system security engineering)

• Understanding of design attributes that minimize exposure of 
vulnerabilities to external threats (systems security engineering 
and dependable computing)

• Understanding of design patterns to produce effects that protect 
and preserve system functions or resources (dependable 
computing)

• Approaches to monitor, detect and respond to 
threats and security anomalies (cybersecurity)

• Understanding of network operations and external 
security services (information systems)

• Approaches to maintain system availability under 
adverse conditions (all of the above)
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National Academies recommendations 
on CPS education

CPS principles CPS foundations CPS characteristics
Communication and 

Networking
Basic computing concepts, including 

software engineering
Security and privacy

Real time systems
Physical world computing, including 

sensors, actuators, and real-time control
Interoperability

Embedded systems, both 
hardware and software

Discrete and continuous mathematics
Discrete and continuous 

mathematics
Physical world computing, 
including safety, reliability, 
security, performance, and 

risk management

Cross-cutting application of sensing, 
actuation, control, communication, and 

computing

Reliability and 
dependability

Human interaction with 
CPS, including ease of use

Modeling of heterogeneous and dynamic 
systems integrating control, computing, 

and communication

Power and energy 
management

CPS system development (emphasizing 
concepts of resilience and safety, test and 

verification)

Stability and 
performance

Human factors and 
usability

Safety
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Derived CPS Security Education Themes

Foundations

•Control Systems

•Computer Architecture

•Operating Systems

•Discrete Structures

•Data structures

•Algorithms & Programming

•Security & Privacy Concepts

Principles & 
Concepts

•Computer Security

•Network Security

•Networks & Network Protocols

•Cryptography

•Distributed Systems & Computing

•Cyberphysical Systems

Practices •System, HW & SW Security

•Information Security & Assurance

•Cybersecurity & Society

•Exploitation & Attack Tools

•Cyber Defense

•Systems Engineering

Surveyed 
Course 
Themes

Adapted from: SEI Software 

Assurance Competency Model 

(2013)

Adapted from: National Academies: 

A 21st Century Cyber Physical 

Education (2016)
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Knowledge Areas and Competencies 
(ACM & SEI)
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Workshop Gap Identification

Engineering education gaps related to cybersecurity

• Security concerns emerging in today’s embedded systems and CPS

• Fundamental security practices

• Domain & context knowledge

• Comprehension of tools

• Software assurance

• Security evaluation & test

• Adversary pace of change

• Lack of a Body of Knowledge

• Sharing of data and use cases

• HW & SW supply chain issues

Workshop 6 (Jul 31– Aug 2 2018)
State of the Engineering Workforce; Cybersecurity Engineering 

Goal:  Identify skill sets and curriculum needs for our current and 
future engineering workforce

• Understand engineering education gaps related to cybersecurity 
• Develop Need’s for today’s engineering workforce
• Develop Need’s for tomorrow’s engineering workforce
• Identify efforts to meet anticipated EO on America’s Workforce
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Workshop Recommendations

• Defense services are leading the way in education and training for cyber-
physical security. They should share best practices, programs, and guidance. 

• Develop a lexicon/taxonomy to adequately describe the CPS security domain, 
in order to inform the needed competency framework.

• Sponsor academic Centers of Excellence in CPS security, modeled after NSA’s.

• Develop a formal competency framework (informed by the NICE framework).

• Address the System Security Engineering (SSE) competency gap in the CPS 
domain. Develop application specific interpretation guides for CPS security.

• Investigate formal CPS security certifications and their value.

• Pursue a series of STEM activities for secure CPS. 

• Develop education modules in secure and safe coding practices.

• Prototype cyberspace-realistic virtual reality simulations for a relevant systems. 

• Standardize assurance case practices spanning safety and security.
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NIST Example

• Category: Securely Provision (SP)
• Definition — Conceptualizes, designs, procures, and/or builds secure 

information technology systems, with responsibility for aspects of system 
and/or network development.

• Specialty Areas:
― Risk Management (SP-RSK), Software Development (SP-DEV), Systems Architecture (SP-ARC), 

Systems Development (SP-SYS), Systems Requirements Planning (SP-SRP), Technology R&D (SP-
TRD), Test and Evaluation (SP-TST)

• Work Roles:
― Authorizing Official (SP-RSK-001)
― Security Control Assessor (SP-RSK-002)
― Software Developer (SP-DEV-001)
― Secure Software Assessor (SP-DEV-002)
― Enterprise Architect (SP-ARC-001)
― Security Architect (SP-ARC-002)
― Research and Development Specialist (SP-TRD-001)
― Systems Requirements Planner (SP-SRP-001)
― System Test & Evaluation Specialist (SP-TST-001)
― Information Systems Security Developer (SP-SYS-001)
― Systems Developer (SP-SYS-002)

• Primary Competencies
― 1. Information Assurance
― 2. Vulnerabilities Assessment
― 3. Infrastructure Design
― 4. Information Systems/

Network Security
― 5. Systems Testing and Evaluation
― 6. Enterprise Architecture
― 7. Data Privacy and Protection
― 8. Risk Management
― 9. Systems Integration
― 10. Software Development
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Real World Control Systems, Reliability, Dependability, Power mgmt., etc.
Hardware vulnerabilities and supply chain mgmt.

• Computer architect
• Control systems developer
• Embedded SW developer
• Security engineering
• System reliability and safety
• Secure HW assessor

• Computer engineering
• Physical world computing
• Control systems
• Distributed & embedded systems
• Real-time SW & operations
• Dependable computing
• System reliability and safety
• Power & energy
• Microelectronics
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Questions and Discussion
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