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The Cyber Workforce Challenge

« According (ISC)?, the * There are over 60,000

Th 1 . :
global cyber vac?;if::e lgz(rar'jb:’i?\()t?]e vacant jobs in DC, MD,
workforce shortage is y :

: and VA
projected to reach 1.8 - United States ‘

million by 2022 * The need for cyber
jobs in our
« That's more than 1 new geographic area
cyber expert needed makes up 20% of the

every minute* need of the nation




These 3 Numbers Tell a Story...




Key Cyber Workforce Drivers

Developing and managing a strong cyber workforce is a growing issue within the private and public sector. Because of this,
there are many drivers that are propelling cyber workforce transformation activities, as outlined below:

Federal Cybersecurity Workforce EO on America’s Cybersecurity

National Cyber Strategy Workforce

Assessment Act

: v Executive Order on America’s
s e o o o Cybersecurity Workforce

— ECONOMY&JOBS  Issued on: May 2,2019

* K K

N AT IO N A L C Y B E R MEMORANDUM FOR: HUMAN RESOURCES DIRECTORS

S I R A | E G \/ From: MARK D. REINHOLD, ASSOCIATE DIRECTOR. EMPLOYEE SERVICES
By the authority vested in me as President by the Constitution and the laws of the

Subject: Next Steps in Implementing the Federal Cybersecurity Workforce Assessment Act
OPM United States of America, and to better ensure continued American economic
(OPM)to

of the United States of America
identifyall prosperity and national security, it is hereby ordered as follows:

5. Office of Personnel Manageme

anuary 4, 2017. . : A . : "
I uldanceon January 4,201 ! Section 1. Policy. (a) America’s cybersecurity workforce is a strategic asset that
The next steps,as y the Act,are for agencies to complete the codingof their workforce by April 2018, After the protects the American people, the homeland, and the American way of life. The
completion of ing, agencies I identify information technology, cybersecurity, and other cyber National Cyber Strategy, the President’s 2018 Management Agenda, and Executive

related work roles of critical need among their civilian workforce. Once the work roles of critical need are identified, agencies
‘must submit a report to OPM indicating the roles and substantiating the designation of critical need. This will be due in April 2019
and annually thereafter. OPM s currently developing guidance for agencies to use in determining work roles of critical need and Networks and Critical Infrastructure), each emphasize that a superior

reporting this information. cybersecurity workforce will promote American prosperity and preserve peace.

Order 13800 of May 11, 2017 (Strengthening the Cybersecurity of Federal

; ] America’s cybersecurity workforce is a diverse group of practitioners who govern,
tones. We will continue to keep

nts in the Act. If you have questions, please

overview of the Act's requirements, timeli

The attachments below provic
you apprised as we develop the
contact Erika Viola at Erikaiola@opm.gov. networks on which our economy and way of life depend. Whether they are

dance to assist in the forthcoming require design, defend, analyze, administer, operate, and maintain the data, systems, and

employed in the public or private sectors, they are guardians of our national and
Attachments (see 508-compliant PDF below) i .
economic security.

cc: Chief Human Capital Officers (CHCOs), Dep. CHCOs, Chief Information Officers, and Chief Information Security Officers

b) The United States Government must enhance the workforce mobility of

America’s cybersecurity practitioners to improve America’s national

CIOcov Federal Cybersecurity Reskilling

Cybersecurity Talent Initiative Academy

cybersecurity FEDERAL CYBER

talent initiative _ RESKILLING ACADEMY




The Inter-
Agency Federal
Cyber Caregr
SENEVE
Initiative

Working Group of cyber workforce representatives
from the 24 CFO Act Federal agencies.

A standard Federal career pathway framework
unique to each NICE Framework Work Role.

- Merge disparate efforts.

- Standardize implementation of the NICE Framework

- Recruit, retain, and develop the cyber workforce of the future

- Foster the Federal Government’s brand as a competitive and
desirable employer for cyber talent.



WG Participants and Benefits

* 9 Technical SMEs @ 16 hours / work role || « 2 Technical SMEs @ 16 hours / work role

» 3 Cyber Workforce Managers @ 148 X 52 Work Roles
hours / work role

+ 3 Cyber Workf M 136
% 52 Work Roles hou)rlser orkforce Managers @

X 24 Agencies X 2 work roles

* 689k hours of SME / WF Manager Time

* 60k hours of SME / WF Manager Time

X $56/hour (est. GS-14, Step 1) X $56/hour (est. GS-14, Step 1)

@ Total Federal-wide spend = $3.3M,

@ Total Federal-wide spend = $38.7M

Cost Avoidance:
$35M and 629k hours of effort

20 of 24 CFO Act D/As
O



Why are we Developing Career Paths? - " . --

Career paths are designed to support cyber professionals, their supervisors, and human capital professionals with a range of workforce related
activities, as outlined below:

Cuc:)::jkigtrl:f Identifying
assessment & current training
planning activities Creating position needf & | _—
descriptions (PDs)  Professional Improving jo
development Enhancing satisfaction through
opportunities recruitment and rewarding &

retention challenging career
initiatives opportunities

Note: These career paths are meant to be a framework; and can be
tailored to meet the needs of each individual agency’s workforce.



Who does this benefit?

Everyone involved in....

...peopleina
work role.




Defining the Cyber Workforce

The National Initiative for Cybersecurity Education (NICE) Framework provides a common language to describe cyber positions _ L
define professional requirements in cyber. OPM requires all departments and agencies to map all cyber positions using the NICE Framework’

work role codes.

The Framework organizes the cyber workforce as outlined below:

Categories (7) —

‘ Groups of work

that share major
job functions

®00060000
I I I I I

ANALYZE COLLECT INVESTIGATE OPERATE OVERSEE PROTECT SECURELY
AND AND AND AND PROVISION
OPERATE MAINTAIN GOVERN DEFEND
' Specialty Areas (33) —
Specialty Areas ‘ Distinct areas of cyber
work
I Work Roles (52) —
Work Roles ‘ The most detailed
groupings of cyber
work




Cyber Communities

Moving forward, focus groups will be completed community by community, as depicted by the graphic below.

CYBER WORKFORCE

a So

Cybersecurity Cyber Effects Cyber Intel Intelligence

Cyber IT Workforce Workforce Workforce

Workforce Workforce

Cyber Enabling Workforce

e




Cyber Communities, Continued

Cyber IT Cvybersecurity Cvyvber Effects

Data Analyst (422) Authorizing Official (611) Cyber Operator (321) All Source Analyst (111)
Database Administrator (421) COMSEC Manager (723) Cyber Ops Planner (332) All Source Collection Mgr (311)
Enterprise Architect (651) Cyber Defense Analyst (511) Exploitation Analyst (121) All Source Collection Reqgs Mgr.
Knowledge Manager (431) Cyber Def Forensics Analyst (212) Partner Integr. Planner (333) (312)
Network Ops Specialist (441) Cyber Def. Incident Res. (531) Mission Assess. Spec. (112) Cyber Intelligence Planner (331)
Requirements Planner (641) Cyber Def. Infra Spt Spec. (521) Target Network Analyst (132) Multi Disc Language Analyst (151)
R&D Specialist (661) Info Sys Sec Developer (631) Target Developer (131)
Software Developer (621) Info Sys Sec Mgr (722) Threat/Warning Analyst (141)
System Administrator (451) Secure SW Assessor (622)
Systems Developer (632) Security Architect (652)
Tech Support Specialist (411) Security Control Assessor (612)
T&E Specialist (671) Systems Security Analyst (461)

Vulnerability Analyst (541)

13 8 5

Acquisition/Program Integration: IT Invest/Portfolio Manager (804), IT Project Manager (802), Program Manager (801), Product Support Manager (803), IT
Program Auditor (805)

Training & Education: Cyber Instructor (712), Cyber Instr./Curriculum Dev. (711), Cyber WF Developer & Manager (751)

Legal/Law Enforcement: Legal Advisor (731), Cyber Crime Investigator (221), Forensics Analyst (211)

Leadership: Cyber Policy/Strat Planner (752), Executive Cyber Leadership (901), Privacy Compliance Manager (732)




Work Roles

Series

Position

Unofficial
Title

Work
Role

- Tasks

- Knowledge
- Skills

- Abilities

~N

Hi, I’'m Charlene.

Let me tell you a little bit
about myself...

Charlene Bailey

Series: 2210 Information Technology Management Series
Position: IT Specialist (INFOSEC)

Unofficial Title: Cyber Analyst

Cyber Community: Cybersecurity

Work Role: Cyber Defense Analyst

Task(s): Reconstruct a malicious attack or activity based off
network traffic.
Fun Fact: | recently won a Hack-a-thon!




Cyber Defense Analyst Work Role Osrerview

NICE Faole Description

Role Overview

Uses data collected fram a warkety of cpber defense toods (e.q., 105 aierts, frevealls, netwaork fraffic logs)
to ovnadere everds that acour withde thelr sveiranmends for the purpases of miligoding throalbs,

Additions fram fores group:
*  Conduct onabesis bosed on drends and intellgence dati
*  Anohae grocesses omnd procedunes
*  Contleuously sadate processes and procedenes

Core Tasks

Diescrigition
Enhancemants

Proposed sew defimition:
Uses data collected fram o vaniedy of cpber defense toods fe.g, A5 olents, frewealls, network traffic logs)
to conbiwanusy omalyne svents amd idenify brends SR accur within e sowronmends in arder fo
erwhance defensive capobities, processes, and procedees for parposes of mitigatiag threats.

OFM Ocoupat lonal Thie 51 1-Cyber Defense Analbyst work rale iz mast lkely found sathin the following Oocupational Senes

Serkes 2210-iaformation Technology (INFOSECD)

Complimentary Rodes

Thie 51 1-Cybaer Defense Analyst work raole shares similar Tasks, Knowledge, Sidlls, and Abikties, or
functions with the folowing MICE Framawork work rodes:

451-Spstems Secwnty Angipst

52 I-Cyber Defense Incident Respomder

212-Cber Defense Infrasituciure Suppart Saecialist

B4 1-Vulnerobily Assessment Anaiyst

Ganerad Scheduls [GE]

Pprzannel performing the 511-Cypber Dejfence Anolyst work role mast kely accupy the follawing
e Schedule grodes:
51T rhrowgh G514

Unotficial f &Also-
Hrnioaam-As Titles

Personnel pevforming the 511-Cpber Dejlenee Anaipsh wore i midy unofficioNy or elernatkely be
called

Compuder Mebwork Defense (ONVG) Amadyst

Cptersecandy Anmipst

Ancident dmnyst

Mehwork Defense Technloan

Mehwork Security Emgimeer

Kooty Anaiyst

Secunty Operetor

Sensor Analpst

Seniar Nebwork Secanity Engineer

Focvused Ooerathans Secardy Anmvsi

Task I Cyber Defense Analyst - Core Tasks Impartance
Provide timely detection, identification, and alerting of padsible sttacks/intrusions, anomalous

TOREE | evivin s, and misuse sctivities and ditinguish these incidents and events fram benign Core
bRt s,

TOE54 Use cyber defense toals for continual menitoring amd anakysic of system activity ta identify Core
rrealiciou s ctiity.

TO155 Document and escatate incidents {including esent’s histary, skatus, and patential impact for Core
Further action] thiat may causs cngoing and immediate impact to the environmenk.

Tozgn | Anabee dentified maliciaws activity to determine weaknesses exploited, exploitation Core
meathads, affacts on spstam and information.
Perfarm event carrelation using infarmation gathered fram & variety of sources within the

TO1EE anterprise to gain situational swarensss and determine the effectiveness af an ohserved Core
wttack.

TO2%d Conduct research, analyss, and cormalation aorass & wide variety af all source dats ets Core
{indicstions and warnings].

To214 Repsive and analyze netwark alerts from varows sources within the enterprse and detenmine Core
passible causes of such alerts,

TO526 Provides cybersecurity recommendations ta leaderchip based on significant threats and Core
wulnerabilities.

TO164 | pedarm cyber defense trend analysis amd reparting. Core

TOSAS | \wiork with stakeholders to resohee computer security incidents and vulnerability compliance, Core

TOO23 Charsctarize and analyze network trafhic o kentify anomalous activity and potential threats Core
o netwark resaurobes.

TOOA3 | Coordinate with anterprice-wide cybar dafanss staff to validate natwark alarts. Core

TO2ER | jgentify and analyze ancmalies in network traffic using metadata. Core
Hatify designated managers, cyber intident respanders, and cybersecurity sendoe provider

ToE3E | team I'I:I-:'I!'Ib-Er'.- af suspected :'.l!:er.iru.n:l-:-uts. and articulate the u.-.--:-u.l:'h hisbory, !.':..\:II.I'.-_. ared Core
patential impact for further action in accordance with the arganization's cyber incident
response plan.

TO2eS Validate intrusion detection system (IDS] alerts against network traffic wsing packet analysis Core
taals.

Toz% dentify netwark mapping and aoperating system {0%] fingarprinting activities. Additional

TOR10 Aa.-.-u.l:.in the construction of signatures which |.'t.|n I:-:' i ke e e Rl \'.II! eyber defense netwaork Additianal
taals in responss to new or oheerved threats within the network environment ar enclave.

TO298 | Reranstruct a malicious attack or activity based aff network traffic. Additional

TOZSD | Dekermine tactics, technigues, and pracedures [TTP) far intrusion sets, Additional




Core Competencies

rogression & Mobility *

Assesiment

and develaping or
recammending appropriate
mitigation countermeasures.

Knowledge of what constitutes a network attack and
& network attack's relationship to both thraats and
wulnerabilities.

Knowledge of packet-level analysis using appropriate
taals [eg., Wireshark, trpdiama).

Enowledge of how to use netwark analysis took to
identify wulnerasbilities.

Enowledge af penatration testing principles, toals,
and techrigques.

Enowledge af Application Security Risks {e.g. Open
Wb Application Security Project Tap 10 list)

Skill in evaluating the adequacy of security designs.
Skill in using protocol anakyrers.

:::::_I'w ':T:" Sefinition Work Role Related KSAs impartance
Enowledge af Insider Threat investigations, reparting,
inwastigative taols and lews/regulations.

Enowledge of different classes of atbacks je.g.,
E3As that rebate to the passive, sctivie, insider, close-in, distribution ateacks).
process in which the Knowledge of cyber attackers (e, script kiddies,
"""'"""'I"'dw?"' of i"t".r"“I and insidier threak, non-nation state cpansored, and
Threat Analysis Cuss eaternal |||ru rlnutu:fu nation spontoved). Core
..-ulII.Er ahilities p-.u rtlruu ne to a Knowledge of cyber-attack stages (2.,
particular organiration & rECOnnAsSAnce, WwEnning, anumaration, gaining
matched against reakworld arpasy, pscalation of privileges, maintaining access,
cyber-attacks. netwark exploitation, covering tracks).
Knowledge of countermeasure design for identified
sErurity risks.
Ability bo analyee malwars,
Knowledge of cyber threats and vulnerabilities,
Enowledge of specific aperational impacts of
cybersecurity lapses.,
Enowledge of cyber defense and vulnerability
asspessment tools and their capabilities,
Enowledge af vulnersbility infarmation disseminatiaon
sources (e, alerts, advisories, errata, and bulleting].
Enowledge af system and application security thraats
and vulnerabilities (eg. buller overflow, maobile
cade, cross-site soripting, Procedural
E3As that rebate to the Languagea/Structured Query Language [PLYSOL] and
o |.|ri|||.|p|=s: methads, "!'.'J tools injactiong, race conditions, cavert channal, replay,
Vulnerabilities cos7 far assessing vulnerabilities raturm-orianted attacks, malicious coda), Care

Cyber Defende Analys

[[=Ea=[]

PractitionerProfessional

Path Roadmap

Cyber Defense Analyst

L]

Ir. f Basociate Cyber
Defense Analyst

Cross Functional Roles INTO
Cybser Defense Analyst Work Role

‘Cross Functional Roles FROM
Cyber Defense Analyst Waork Roke

*  4h1-Systems Secuity Analyst Supervisory Progression:

= 21N-EfCounter lnteligance Forenskcs *  BO1-Program Manages
Analyss =  BOZ-IT Project Manager
= 341-Network Dpsraticns Specialist = 752-Cybar Policy Strategy Plannar
= Bl2-Security Controd Assessor = 7Rldnformation Systems Securty Manager

Techmical Progressicn:

»  521-Cyber Dofense Infra Support Spexcialist
531-Cyber Defense Incident Responder
S531-Vulnerability Assessment Analyst
212-Cybar Defense Forensks Analyst
1a1-Threat/Wasming Analyst




Suggested Qualifications

N

Example of how to qualify the cyber workforce:

\
» Focus on demonstration of capability and increase flexibility for efficient implementation.
 Allow for a range of alternatives for achieving qualification.
J
Intermediate Advanced
e o
: Option : Option
- || P S
S A SEN S
Training : Option : Option
A # 4 \ @ y
Personnel :' . ." i )
Certification ; Option ; Option
N y _'\_____________J_
On-the-Job i Always ! Always
Qualification : Required : Required
4 p \ y
Environment T T y ST e y Ty \
Specific : Component : ! Component : : Component E
Requirements i Discretion : : Discretion : | Discretion :
\ y (N y \ y
Continuous DI \ ST T \I _____________________________ \
Prz?e?;g:; :' > Of 20 Hours/Year i ! > Of 20 Hours/Year : ' > Of 20 Hours/Year i
Development i Or Cert. Rqmt. J: Or Cert. Rqmt. J: Or Cert. Rqmt. J:




Building the Bridge




Competency Profiles

oo

Compuier Network Defense Compatency

Compatancy Dafinttion: £5Ac that relate ko the defens ve messures to detect, respaond, and
protect informatian, information systems, and netwarks from threats.

Knowdedge, Skills, and Ablltties of this Competency within the wark mide.
Enowhedge of inkrusion detecti on method ologies and tedhwniques for debecting bast and netwaork-based inbnesions.

owledge of the oyber defense Service Provider reparting skructure and proo

s within one's own organization.

owiedpe of adversanial tactics, technigues, and procsdunes.

owiedpe of ojber defe

and Infonmaticn security palicies, procedures, and regu lati ons.

Enowhedge of the commaon attack vectors an the netaork leyer.

Enowhedge of signature implementation iImpact forwiruses, maksare, and attacks.
snowhedge of Intrusion Detection System {I0Skfrbnesion Prevemtion System [8P5) tools and applications.
Skill in developling and deploying signatures

Skill in detecting host and netwark: based i

Aa InErusiom Et1|!|:ﬂ|:f|1|!ﬂ'll1ﬂ|l:|!_|l!5 | g, Snort}.

Skill in. reading and intenprating signabures fo. ort}.

savurity cotrols based on oybersecurity principles and tenats. (&g, 0% CSC, NIST 5P B00-53, Cybersecurity

i Struchene and processes within one's o organizakkan.

Abdlity to apply tedhniques for detecting hast and neraark-hacsed inbnusions wdng intrusion detection technologles.

{Describes how the competency mamfests itself through observable work rofe tasks af varying proficieacy hewels)

Tasks through which this Compstency manifests inself within the Cyber Defense Analyst work role:
= Use cyber defense took for continual rranitaring and analysis of system activity ta identify malicious activity [T0255]
«  Prowide timely detection, identificatian, and alerting of possible attacksfintrusions, anocmalous acthities, and misuse activities
and distinguish these incidents and events from benlgn actiities [TO258].
«  Reolve and anakgre network alerts from varkous sources within the enterprise and determine pessible causes of such alerts

Baharvioral Indicators

| do mavt possess sedficent knowledge ar sklls within this Coampetency foruse in simple or routine sork

o
slbuabicrs. Ary awareness, nawlsdge, or understanding | do have wiodild be considensd comimion, demibr to that
Fo Foundationa| ) .
of a laypersan. Considered "na prafickenoy” for purpases of
Undarstanding
arcomplishing work.
Use oyber defense tools for cantinual meonftcring and basic analysis of system activity to identify/escalate
potential malcious activity.
1 Support the ety detection, identification, and alerting of possible attacksfintrusions, anomalous activities,
Emtry and rriuse acthdties and distinguich these nrudimentary incidents and events from benilgn activities

Recerve and analyze neteark alers from varous sources within the enterprise and determine passible muses of
such akerts.

Usie oybser defense taols for cankinual monitoring and analysis of sysbem acthity o dendify malichous scbhity.
Provide timely detection, icentification, and alerting aof possible attacksfinkrusions, anomalous activities, ang
misuise acbvibhes and distinguish these incidents ang events from benign acbhvibies.

Recehe and analyze netssork alers from wanows sources within the erberpeise and cetermine causes of such
aleris.

Use cybeer defense taols for continual monitoring and advanced analysis of system actieity to idemntify malickous
activity.

owersee timely detection, icentification, and alerting of possible attacks/intrusions, anomalous activities, and
misuse achvities and distinguich these comples inddents and events from benign activities.

Recehe and analyze netaark alerts from various sources within the ertberprise, etermine causes of such alerts,
and identify iterns for trend analysk.

Task Analysis

Task Analysis - TO253

Froficlency Task Statemant

M-.:;;:ﬂm Use cyber defense took for continual manitaring and analysis of system activity to identify .

malicious activity.

Framzvark
- Use cpber defense tools for contirual manitarkag and basic oralysis of spstem achivlty fo identifyfesolote potentio!

¥ malicious Fchivity.

Intermediote | Use cpber defense tools for contipual g and analpsks of spstem acthaty to identify maliclous octivky.
Lse cyher defenss tools for contiwual manitarksg and agvanced anelysis af system achivily ho identifi malicious

DLLHATH.

Primary Enowladgs, Skill Abllities Reguired to Perform TO255

Enowiedge af compuber netwarking conoepts and pratocols, and network security
methadclogies.

mirastructure Design

wulnerabilites

==0005
snowiedge of oyber threats and vulnerabilibes. AsEeEmEnt
L00L0 “nowiedge of vulnerahility information dissemination sources [e.g., alerts, advisories, Vulnerabilities
errata, and bulletins]. Assezoment
®00s2
Enowledge af incident respanse and handling miethodclogies ncident Managemenk
L0046 “nowledge af intrusion detection methodologies and techniques for detecting host and Compuber Metwork
network-based intruzions. Dwdonza
“nowledge af system anc application security threats anc wulnerabilites (2.8, buffer
— arwerflow, maobile code, cross-site soripting, Procedural Language/Structured Quary
Language [PLISGL] and injections, race conditions, cowvert channel, replay, return-anenbed | vulnerabiliies
attacks, malicious cade). Assescment
SO0EE Enowledge af the oyber defense Service Provider reporting structure and processes within Compuber Network
OnE's oW on tion. Dwdense
L0106 “nowiedge of what constitubes a network attack and a network attack’s relationship to Vulnerabilities
bath threats and wulnerabilities. Assezoment
%0110 Campuber Network
Enowledge af adversarial tactics, technigues, and procedures. Dedense
¥0111
Enowiedge of netwark tools fe.g.. ping, traceroute, nslookup) Metwork Management
nilcmmation
w1z SystemsMetwork
“nowledge of cefense-in-depth prirciples and netwark security architecture. Saourity
OTE “nowledge af front-end collection systems, induding traffic collection, filtering, and
sebscbon. Hebacrk Management
L0157 Compuber Metwork
gnowiedge of oyber defense and information secunity palicies, procedures, and regulations. | Defense




One of the Tri-Chair Departments will lead the focus group, and one @
participating agency from the Working Group will co-facilitate.

SMEs from agencies across the government will participate in the focus group.
Step 3:

The Department / Agency that hosted the focus group will synthesize
the results of the session to develop a career pathway for that work role. g

The career pathway will be distributed to SMEs in that work role across @

the government for V&V.

Revised career pathway will be posted on the NICCS portal for
government-wide use.
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Building the Roadmap

411
Technical
Support

652
Securit
y
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631
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Secure
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Cyber Galaxy
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NICCS Website

* Career pathways will be published on
the National Initiative for Cybersecurity

Careers and Studies (NICCS) website. Cougorangng D
— Website managed by the DHS CISA Cyber e

Education and Awareness (CE&A) team.
— Pathways will be available for all to view.

* Quick Hits
— 30,000+ unique visitors a month

— 4k courses in the Training Catalogue
mapped to NICE Framework

— 100+ links to cyber resources

https://niccs.us-cert.gsov/



https://niccs.us-cert.gov/

Cybersecurity Career Roadmaps
Will Help You Plan Your Future

COMING SOON to the NICCS website

v’ Plot your current role based on your
knowledge, skills, abilities, and
capabilities

v Find similar Work Roles and learn

the types of education, experience,
and learning you will need to get

there

v’ Plan your next career milestone
using the data provided to enhance
your skillset!

Current Role

Cyber

Cyber Defense
Infrastructure
Support
Specialist

)

Defense
U

Cyber
Defense
Incident

Senior
Cyber Defense
Analyst

Cyber
Investigations

Responder

)

Development

Relational alignment with

current role




Contact Us

@Christopher.Paris@va.gov Megan.Caposell@hg.dhs.gov @Matthew.M.Isnor.civ@mail.mil

For more information on the Inter-Agency Federal Career Path Working Group, visit our page on the OMB
Max Portal:

https://community.max.qov/pages/viewpage.action?spaceKey=Management&titlie=Federal+Cybersecurity+Workforce+Interagency
+Career+Path+Planning+Working+Group



https://secure-web.cisco.com/1JrUD59-6T-OUN3Sj0ZXnK2XzLjEQ7mRX5kM4DCs5gimT4H1vHjCUn9brmRc2FbUbEXF43mtHD8ivgWxJmATHMu_QxelkT3EV8dDc4_FgngDT416eJAIj-Pyccz5x1srMryO8Sqbz65W3rPjmLeIzMQgln5YOn-1V0w_KQ7vd7HI3wb6C-0ikKyoCKyKOHfRa8aM23TsXGnNSLzgWFipogPO7Pt2OkfHJxkp-FxViaRytS4PmPdb4EkCm9dIg8EvbM2o0FrFqm2xSCxChARC9IBinT9W0BIehijzaizAZm_E0Ncv0Z79YqnA68WGU_MEv5UnsmEyqc_UX0nnjNrOf6wXC74YywbHKWspDSIfkRX4rOQ2ZKkphBiT_1JWpqYm6dhP6Nmft6k9XmRCzw5EfGj6I1YSM-llTFaDLAVCe4kOx1zKBSbFfwlGAc_gStTqYSh7SygblbZUct1Y8y1rr80wrIjCf3rHXqxqIuyG8XtBWTi80-t2bTFL3QSAFdRAT/https:/community.max.gov/pages/viewpage.action?spaceKey=Management&title=Federal+Cybersecurity+Workforce+Interagency+Career+Path+Planning+Working+Group

Backup Slides

26




Cyber Communities, Continued j-:.’-_’;-.

CYBER IT: Personnel, who design, build, configure, operate, and maintain IT, networks, and
CYBER WORKEORCE capabilities. This includes actions to prioritize portfolio investments; architect, engineer, acquire,
implement, evaluate, and dispose of IT as well as information resource management; and the

: management, storage, transmission, and display of data and information.
Personnel who build, secure, g g play

operate, defend and protect
cyberspace resources; conduct CYBERSECURITY: Personnel who secure, defend, and preserve data, networks, net-centric }

related intelligence activities; capabilities, and other designated systems by ensuring appropriate security controls and
enable future operations; and measures are in place, and taking internal defense actions. This includes access to system
’ controls, monitoring, administration, and integration of cybersecurity into all aspects of

protect power in or through engineering and acquisition of cyberspace capabilities.

cyberspace. It is comprised of
personnel assigned to the areas of
Cyber Effect, Cybersecurity,
Cyber IT, and portions of the

" CYBER EFFECTS: Personnel who plan, support, and execute cyberspace capabilities where |
the primary purpose is to externally defend or conduct force projection in or through
. cyberspace.

Cyber Intelligence Workforce. 7
~
CYBER INTEL: Personnel who collect, process, analyze, and disseminate information from
all sources of intelligence on foreign actors’ cyber programs, intentions, capabilities, research
\and development, and operational activities. )
C N

CYBER ENABLERS: Work roles employed to support or facilitate the functions of cyber IT,
\cybersecu rity, cyber effects, and/or cyber intelligence work roles.




