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Nearly 220,000 unique views YTD
Year-over-year traffic increased by 73%

October 2018 was CyberSeek’s biggest month ever
with over 30,000 unique views

Leveraged by thousands of educators, employers,
workforce development officials, job seekers, and
students
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76% of metro areas
have significant supply
shortages




Possible CyberSeek Enhancements

— Internationalization of CyberSeek

— Further integration with NICE Framework

— Information on local training programs

- Student completion data



Forthcoming Burning Glass Insights Draw from CyberSeek
Dataset

What factors are clogging the
cybersecurity talent pipeline?

How does cybersecurity demand
break out across industries?

How is automation impacting the
cybersecurity workforce?




CyberSeek
Q+A:

* \Where: Exhibit Hall
* \WWhen: Wednesday, 9:30am — 10am

www.cyberseek.org












Innovations in Cyber Workforce Development
Ed Cabrera, Chief Cybersecurity Officer




Pace of Disruptive Technology
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LI McAfee

Together is power.

Rihanna Changed my |ife

McAfee Confidential
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Inspiring a generation should be a
combined effort of not just
parents but also teachers and
industry professionals like me. If
it truly takes a village to raise a

child, then the advent of social-
technology has turned our village
into a sprawling metropolis,
shouldn't we look to use some of
its inhabitants for their
expertise?
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16:18 'Carnage today': A dark verdict from London
An anonymous NHS staffer tells us:

"Absolute carnage in the NHS today. Two Hyperacute stroke centres
(the field | work in) in London have closed as of this afternoon.
Patients will almost certainly suffer and die because of this.

"Had a patient that needed urgent neurosurgery referred, but unable
to look at scans - stroke care is absolutely dependent on IT systems
and joined up systems."
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Hackers are getting smarter - so we need to get

smarter
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Innovation

The malicious document launches a PowerShell
script.

Script downloads and reads an image file from a
remote location

The attackers used the open-source tool Invoke-
PSImage, released December 20, to embed the
PowerShell script into the image file.




A small history lesson
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A global industry
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Outsourcing Operations

We've seen an increase in nation-states contracting private companies to accomplish hacking
operations and intelligence gathering. These groups operate with incredible sophistication, while

enjoying a cloak of semi-protected "status" for their malicious activities.

Source: Cybereason
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Continuous Security Challenges

Complexity
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Threats are becoming more
sophisticated and
environments more
complex

Mean Time to Detect
and Respond

Talent Shortage

= | =

Not enough skilled
people in our Industry
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Fightback - still continues
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The Stats

Number of decryption tools: 52

Number of ransomware families we can decrypt with them: 84

Number of partners: 116 (including founding members, Barracuda and

AWS)

= 37 LEA: new -> Germany BKA and Slovakia

= 79 non-LEA: new -> Security Advisor S.A., Equipo Antiransom, ML IT

Security Pte Ltd and Temasoft

Number of languages supported: 28 (new ones -> Slovak and Persian)

Total number of unique visitors since its launch: more than 1,4 million
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Providing Opportunities

CyberFirst Adventurers (11 - 14yr olds + parents)
CyberFirst Girl Competition (Year 8 or S2)
CyberFirst Defenders Courses (15yr olds)
CyberFirst Futures Courses (16yr olds)

CyberFirst Advanced Courses (17yr olds)

CyberFirst Bursaries & degree Apprenticeship
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CyberFirst....the numbers

Placements: 59 in HMG

Bursaries: 500 students NCSC Summer Courses:
awarded 2018, 24 courses, 1100
2018 Employment: free places across the

13 Graduated, 12@GCHQ four home nations.

Apprenticeship: 60
(2 NCSC, 9 CNE, 1 GTE)

apprentices employed (3
from QinetiQ)
2019 Employment:

43 Graduating, 23@GCHQ
Academy: 100 students 8, 230

upskilled.
HMG Stakeholders: 22 departments
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I McAfee

Together is power.
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