
Agenda
• Moderator

– Bill Newhouse, NIST
• Panelists

– Paul Wang, CSU (session proposal submitter)
– Dan Stein, DHS
– Corrinne Sande, Whatcom Community College

• Presentation [30 min total]
– DB development/deployment progress
– Application domain(s): web, course design/development, others
– Collaborative effort
– Contribution to the NICE workforce development framework

• Next steps
• Q&A [15 min]
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History (Bill)
• Nice database group started Nov. 2017
– Paul Wang created NICE database for an NSA grant
– Corrinne Sande was planning to create a NICE framework 

database
– Alan Watkins has helped push DHS to apply a database 

structure 



Current Status
• About 20 members as of Feb, 2018
• Database shared with academia, industry, and government
• Expand database from relational to non-relational database 

(Amazon DynamoDB)
• CyberWatch West (nice-workroles), NICCS (nice-framework)
• Use database for cyber curriculum/training development
• Created sister-database - PCI/DSS and shared with companies 

such as Coco Cola and TSYS.

http://cyberindustry.org/Workrole
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework


Mission
• To provide a NICE framework database for
– Website to generate dynamic content
– Be able to search by category, work roles, and KSAs
– Map with CAE and other frameworks
– Assist in designing cyber curriculum/training
– Broader the NICE community 



Panel Introduction

• Paul Wang*, Endowed Chair, CSU
• Dan Stein, DHS
• Corrinne Sande, Whatcom Community College



Paul Wang

• Build NICE framework DB for cyber curriculum development
– Received an NSA grant
– Development a MS in cyber management program. 
– Developed a number of cyber courses 

• Migrated the NICE DB to Amazon DynamoDB (non-relational)
• Presented at NICE, NCS, and CISSE conferences
• Shared the database with academia, industry, and government



NICE Databases - CSU

NICE framework database for NSA cybersecurity curriculum development grant  (Paul)



NICE Databases -

Defined many queries with mock-up pages (Alan)



NICE Database - NICCS 

DHS website to allow search tasks and KSAs 



Framework and Mapping



User NICE DB for Cyber Course Design



Use AI to Develop Cyber Curriculum



AWS Architecture



Curriculum/Training Design



Curriculum/Training Design



viCyber project website
https://vicyber.columbusstate.edu/

NICE framework database
paul.wang@computer.org

https://vicyber.columbusstate.edu/


DAN STEIN, DHS

https://niccs.us-cert.gov/workforce-development/cyber-
security-workforce-framework

https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework


http://cyberindustry.org/workrole

http://cyberindustry.org/workrole


Next Step
• Mobile DB
• NoSQL DB
• New models and views
• Applications

– Workforce development
– Mappings with other frameworks
– AI and knowledge base



Q&A


