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— Contribution to the NICE workforce development framework
Next steps
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History (Bill)

* Nice database group started Nov. 2017

— Paul Wang created NICE database for an NSA grant

— Corrinne Sande was planning to create a NICE framework
database

— Alan Watkins has helped push DHS to apply a database
structure



Current Status

About 20 members as of Feb, 2018
Database shared with academia, industry, and government

Expand database from relational to non-relational database
(Amazon DynamoDB)

CyberWatch West (nice-workroles), NICCS (nice-framework)

Use database for cyber curriculum/training development

Created sister-database - PCI/DSS and shared with companies
such as Coco Cola and TSYS.


http://cyberindustry.org/Workrole
https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework

Mission

* To provide a NICE framework database for
— Website to generate dynamic content
— Be able to search by category, work roles, and KSAs
— Map with CAE and other frameworks
— Assist in designing cyber curriculum/training
— Broader the NICE community



Panel Introduction

* Paul Wang*, Endowed Chair, CSU
* Dan Stein, DHS
* Corrinne Sande, Whatcom Community College



Paul Wang

* Build NICE framework DB for cyber curriculum development
— Recetved an NSA grant

— Development a MS in cyber management program.

— Developed a number of cyber courses

* Migrated the NICE DB to Amazon DynamoDB (non-relational)
e Presented at NICE, NCS, and CISSE conferences

* Shared the database with academia, industry, and government




NICE Databases - CSU
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NICE Database - NICCS

Categories/Specialty Areas | Work Roles | Tasks | Skills | Knowledge | Abilities | Keyword Search
Analyze

Performs highly-specialized review and evaluation of incoming cybersecurity information to
determine its usefulness for intelligence.

Collect and Operate

Provides specialized denial and deception operations and collection of cybersecurity
information that may be used to develop intelligence.

Investigate
Investigates cybersecurity events or crimes related to information technology (IT) systems,
networks, and digital evidence.

Operate and Maintain
Provides the support, administration, and maintenance necessary to ensure effective and
efficient information technology (IT) system performance and security.

Oversee and Govern
Provides leadership, management, direction, or development and advocacy so the
organization may effectively conduct cybersecurity work.

DHS website to allow search tasks and KSAs

[ Specialty Areas

[ Specialty Areas

Specialty Areas

[ Specialty Areas

Specialty Areas




ramework and Mapping

Category (7)

Specialty
Areas
(33)

Work Roles
(52)

KSA (1180) Tasks (1004)

5.1

5.2

5.3

5.4

Goal/Competency/Description

Encryption: Knowledge of procedures, tools, and applications
used to keep data or information secure, including public key
infrastructure, point-to-point encryption, and smart cards.
Enterprise Architecture: Knowledge of architectural
methodologies used in the design and development of
information systems, including the physical structure of a
system's internal operations and interactions with other

y and k ledge of dards that either are compliant

Computer Network Defense : Uses defensive measures and
information collected from a variety of sources to identify,
analyze, and report events that occur or might occur within the
network in order to protect information, information systems,
and networks from threats

Operating System Security: Identify potential threats to
operating systems and the security features necessary to guard
against them.

Learning Demonstrations
1 2 3 4 S

6

10




User NICE DB for Cyber Course Design

. - EKnowledge Usits Cybersecurity KSA 0000 Peeseancel Learming Goals
g Nl N o\ ~ \ e
a 5 / A ‘ / \ wrae N
‘ dent!fy pp - J ‘ Content, ‘ Backup PROTECT AND — Zams .
security | | vulnerability || Developm’t || ) ¢ DEFEND e | S
Se R s A Lab: Cain R N nication
Abel 1
2 NPT e g ) Category 1/7 A
Classify | Threat ’ | TCP/IP, OSI K_ iileni e
‘_ attacks || surfaces | ' Aiack stages ‘ ‘ ’ 7 e A
i S A e i o Labe MIESA } vatne A, Thisking
VN T T . 2 ~ s =T
k. (1 || S ’ | 10T security ’ Pk <
)| language || JA Mot e
\ /N b NS =z KSA 20/369 Theeat | . J Guantmate
e : g e =3 Umettigence Qe < 7¢ Measoning,
‘ 1 security | ‘ ’ [ Lawand | ¢ —~— Anciyee )
‘ DHCP/DNS ‘ _ architecture | ! i ‘ policies ) - ===
~— U~ s - [ merecat e
= N\ /7 - ~ /- ~ Hacking ,". Loed ol Leadership
Threat and ‘ Access || Intrusion | Packet level | s
| Vulnerability controls || detection ||  analysis
& SRY Y, ) ) :
e e =)
_B —
:L il =
= | Farenscs |
L2l ,"
Vulnerability . R
Specialty Area | Assessmentand K — m—
I | Risk Management
1/31 Management | Lab: Crypeo |

Competencies

3 (65) oY SCaDa :'

<5 Reviews \7,
SR Mobite |
T\ Tasks 8/444 s




Use Al to Develop Cyber Curriculum
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AWS Architecture

Request the web content
Return the web content

Reaquest with token :

List of user courses
Course info List of
Update course el 90ursec
Course create Course info Lambda Functions Dynamo DB

PDF creation Update course

! . Course create
Course evaluation API Gateway PDF creation :
| | Interact with the DBy
Account created 8 _

session token login
register
forget password

Verify token Course evaluation
Template matching

Cognito Beanstalk EC2
Divide requests to

i B __ EC2servers
with auto scaling




Curriculum/Training Design

GoJS 1.8 evalustion :
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Not for distribution or production use
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Curriculum/Training Design
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viCyber project website

NICE framework database

paul.wang(@computer.org



https://vicyber.columbusstate.edu/

DAN STEIN, DHS


https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework

CORRINNE SANDE

http://cyberindustry.org/workrole



http://cyberindustry.org/workrole

Next Step

Mobile DB
NoSQL DB
New models and views

Applications

— Workforce development

— Mappings with other frameworks
— Al and knowledge base






