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Together Again

To energize, promote, and coordinate a 

robust community working together to advance an integrated 

ecosystem of cybersecurity education, training, and workforce 

development

NICE Mission:



NICE Values | Working Together

Foster communication

Facilitate collaboration

Share and leverage resources

Act based on evidence

Evaluate and improve

Challenge assumptions

Stimulate innovation

Model inclusion



National Cybersecurity Education Month

Individuals and organizations are invited to:

1. Recognize the role of cybersecurity education

2. Support Federal, State, and local efforts

Congress commits to:

1. Raising awareness about cybersecurity education

2. Taking legislative action in support of 
cybersecurity education to build and sustain the 
cybersecurity workforce



Integrated Approaches to Developing Career Pathways

DEMYSTIFYING CYBERSECURITY



Demystifying Cybersecurity Careers | Setting a Destination

Varieties of Careers Included in NICE Framework:

Oversee and 
Govern

lead, manage, 
and identify

risks to 
enterprises

Securely 
Provision

discover, 
design, and 

develop 
solutions

Operate and 
Maintain

implement IT, 
OT, and 

technologies

Protect and 
Defend

safeguards 
and detect

cybersecurity 
events

Investigate

respond to 
and recover

from incidents



NEW CyberSeek Data

CyberSeek.org

Total Cybersecurity Job Openings:

714,548
(compared with 597,767)

https://www.cyberseek.org/


NEW CyberSeek Data

CyberSeek.org

Total Employed 
Cybersecurity Workforce:

1,091,576

(compared with 1,053,468)

https://www.cyberseek.org/


CyberSeek Career Pathway

CyberSeek.org

https://www.cyberseek.org/


Learn More

Exhibit Hall |Seventh Floor - Augusta Ballroom

TOMORROW
June 8th | 11-11:30 AM

What Does CyberSeek Data Tell Us About the Challenge 
and Opportunity Ahead?



Demystifying Cybersecurity Careers | 
Confirming Your Starting Point

Knowledge 
and Skills

Stage of 
Career

Life 
Circumstances

FinancesAge



Demystifying Cybersecurity Careers | Selecting Your Route(s)



Cybersecurity 
Apprenticeship 
Awareness and 
Program 
Development
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Multiple Pathways to Cybersecurity Careers

Starting Points Routes Destinations



Department of Commerce Secretary Raimondo’s 
Workforce Principles

• Are employer led

• Are guided by multiple community 
partners

• Include wrap-around services

• Increase diversity, equity, and inclusion

• Prioritize proven earn and learn 
models

• Lead to stackable, industry-recognized 
credentials

• Measure and evaluate outcomes

• Build sustainable systems and 
partnerships

• Connect workforce development to 
economic development

• Are coordinated

• Encourage the use of other 
government and private funding

Highly Effective Workforce Investments:



Coming in 2022-23 – RAMPS Communities

RAMPS communities are: 

– employer led

– include multiple community partners

– advance DEIA goals

– prioritize apprenticeships

– lead to stackable credentials

– measure outcomes

– build sustainable systems

– leverage multiple funding sources



Vision
Prepare, grow, and sustain a cybersecurity 

workforce that safeguards and promotes 

America’s national security and economic 

prosperity.



We are

STRONGER 

TOGETHER
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Bridgett Paradise
Chief People and Culture Officer
Tenable



NICE Community Coordinating Council
Bridgett Paradise

Tenable

Jon Brickey

Mastercard



Overview of the NICE Community Coordinating Council

The NICE Community Coordinating Council (NICE Community) 
has been established to provide a mechanism in 

which public and private sector participants can develop 
concepts, design strategies, and pursue actions that advance 

cybersecurity education, training, and workforce development.
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NICE Strategic Plan and 
Implementation Plan 1.

2.

3.

4.

5.

Promote the Discovery of 
Cybersecurity Careers and 
Multiple Pathways

Modernize the Talent 
Management Process to Address 
Cybersecurity Skills Gaps

Expand Use of the Workforce 
Framework for Cybersecurity 
(NICE Framework)

Drive Research on Effective 
Practices for Cybersecurity 
Workforce Development

Transform Learning to Build and 
Sustain a Diverse and Skilled 
Workforce



Project Teams

28

Cybersecurity Career-Entry 
Guidance for Employers and 

Job-Seekers

Incorporating Cybersecurity 
into a Public Service Education

Improve the Quality and 
Availability of Credentials

Multiple Career Pathways for 
Cybersecurity



Bridgett Paradise
Chief People & Culture Officer,

Tenable

Incoming Industry Co-Chair,

NICE Community Coordinating Council
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Engage with the NICE Community Coordinating Council
at the NICE Conference & Expo 2022

30

NICE Exhibit Booth Birds of a Feather Networking Breakouts

TODAY
June 7th | 10am

TODAY
June 7th | 1:30pm

TOMORROW
June 8th | 1:30pm

Meet and Greet 

Co-Chairs of NICE 
Community Coordinating 

Council 

Communities of 
Interest

• Apprenticeships
• Competitions
• K12 
• NICE Framework

Working Groups

• Career Discovery

• Transform Learning

• Modernize Talent 
Management
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nist.gov/nice/community



SECTOR BASED 
APPROACHES TO 
CYBERSECURITY 

EDUCATION, 
TRAINING AND 

WORKFORCE 
DEVELOPMENT

Jennifer Kutz
Cybersecurity Portfolio/Program Manager
Victoria's Secret & Co.

Robert Grillo
Vice President & CIO
Florida International University

Lonnie Harris
Vice President of Privacy Engineering
Equifax

Moderator: Marian Merritt
Deputy Director
National Initiative for Cybersecurity Education,
NIST in the U.S. Department of Commerce



CONFERENCE
OVERVIEW

Raquel Hill
Chair of the Computer and Information Science Dept.
Spelman College

Austin Cusak
Cyber Defense Education and Training
Cybersecurity and Infrastructure Security Agency

Brian Correia
Director of Business Development
SANS



EXHIBIT HALL 
BREAK

Augusta Ballroom, 7th Floor
10:00 a.m. – 10:30 a.m.



BREAKOUT
SESSIONS

10:30 a.m. - 11:15 a.m.

Building and Sustaining a Statewide 
Cybersecurity Education and Workforce 
Development Ecosystem
6th floor, Chastain 1 & 2

The Cybersecurity Education Initiative
6th floor, Chastain D & E

Innovation Pilot of HBCU Apprenticeship Cohorts
6th floor, Chastain F & G

Talent Mobility: An Essential Defense Against the 
Great Reshuffling 
6th floor, Chastain H,I,&J



BREAK 11:15 a.m. – 11:30 a.m.



BREAKOUT
SESSIONS

11:30 a.m. - 12:15 p.m.

Breaking Bread: A Recipe for Standing Up an Entry-
Level Cyber Talent Program
6th floor, Chastain 1 & 2

A Holistic Approach to Developing the Next 
Generation of Diverse Cybersecurity Professionals 
with Multi-Organizational Partnerships
6th floor, Chastain D & E

IT and Cybersecurity Degree Apprenticeship Cohorts 
at HBCUs
6th floor, Chastain F & G

Going for the Gold! Insights and Lessons Learned from 
Coaching the First Ever US Cyber Games Team
6th floor, Chastain H,I,&J



LUNCH Peachtree Ballroom
12:15 p.m. – 12:45 p.m.



LUNCHEON
KEYNOTE

Roy Zur
CEO, Founder of Cybint Solutions

ThriveDX SaaS





And the boy! He has seen the danger,

And, shouting a wild alarm,

He forces back the weight of the sea

With the strength of his single arm!

He listens for the joyful sound

Of a footstep passing nigh;

And lays his ear to the ground, to catch

The answer to his cry.

And he hears the rough winds blowing,

And the waters rise and fall,

But never an answer comes to him,

Save the echo of his call.

He sees no hope, no succor,

His feeble voice is lost;

Yet what shall he do but watch and wait,

Though he perish at his post!

A Leak in the Dike
BY PHOEBE CARY

https://www.poetryfoundation.org/poets/phoebe-cary


The Cyber Talent Shortage & Skills Gap

Unfilled jobs globally in 
cybersecurity as 

of 2022
(Cybersecurity Ventures)

+3.5M
The estimated costs of 

cyber crimes to the 

world by 2025
(Cybersecurity Ventures)

$10T
Increase in ransomware since 

2020
(ESI-THOUGHTLAB Research)

435%
Of all cybersecurity 

incidents involve the 

human-factor
(IBM Cybersecurity Report)

95%

The World is facing a massive deficit of qualified cyber talent affecting national security and 

economic stability. Traditional approaches to education are not solving the problem



HOLISTIC APPROACH

Beyond Awareness

Addressing the cybersecurity 

talent shortage and skills gap in 

every level of the organization:

Company-Wide

Engineers & Developers

IT & Security

Executives 

Company-Wide / Non-Tech

Developers / Coding Security

360’ View  - Human Factor

Security Awareness + 

Phishing Simulations

Application Security Cybersecurity Talent

IT

Executive Cybersecurity 

Training

IT Security Skills



Real World 
End-to-End
Cyber Security Training 
& Education

From Classroom
to Boardroom

Typical Training Real World

A New Approach - A New Category



95% of cyber attacks involve human error
IBM Cyber Security Report

Advanced Real-World Attack 
Simulations Based On Multiple 
Attack Vectors. From Phishing 

To Spear-Phishing

Security Awareness & Phishing 



84% of attacks are carried out in the application layer
- CRASHTEST SECURITY

Only 15% of dev teams participate in formal security training - ESG

Real-World AppSec & Secure-Code 
Training In Real-Time On Emerging 
Threats. Created By Developer For 

Developers

Application Security Training

https://crashtest-security.com/importance-appsec-basics/
https://snyk.io/blog/application-security-trends-esg-research/


3.5M unfilled jobs in cybersecurity as of 2022
- Cybersecurity Ventures

69% of leaders struggle with cyber hiring and see diversity as a 
main Challenge - Fortinet Cyber Skills 22

Cybersecurity Bootcamps

Hands-On Cybersecurity 

Bootcamps. Training, Assessing & 

Matching Diverse Talent With 

Enterprise And Government Needs



Enterprise / 

Industry

Technology 

Partners

Education 

Institutions

Government & 

NGOs

Cyber Skills 

& Talent

Classroom to 

Boardroom Approach



ThriveDX by the Numbers

Enterprise Users

+10M
Bootcamp Graduates

+50k

Enterprise 

Customers

+500
Education 

Institutions

+50

Learners from 

Diverse Communities 

+50%
Hiring Partners

+1800
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Let’s Join Forces -
Reskilling the Workforce 
& Upskilling the Industry 



LUNCHEON
KEYNOTE

Paul Bingham
Vice President & Dean of College Information Technology

Western Governors University



NICE Conference

Atlanta, GA

June 7, 2022

T H E  F U T U R E  

C Y B E R S E C U R I T Y  

W O R K F O R C E





OUR STUDENT POPULATION…

13%

Female

33%

Under-

represented

22%

Low Income

38%

Military



FUTURE CYBERSECURITY PROFESSIONALS...



BACK TO THE FUTURE…



BACK TO THE FUTURE…



BACK TO THE FUTURE…



FUTURE CYBERSECURITY PROFESSIONALS...



AUTOMATION



ADAPT TO CHANGE



ADAPT TO CHANGE



COLLABORATION



Thank you, NICE 

Conference attendees!

Stop by Booth #1 to learn 

more about WGU's 

Cybersecurity programs



BREAK 1:15 p.m. – 1:30 p.m.



BIRDS OF 
A FEATHER
1:30 p.m. - 2:15 p.m.

K12 Cybersecurity Education
6th floor, Chastain 1 & 2

NICE Framework Users Group
6th floor, Chastain D & E

Apprenticeships in Cybersecurity
6th floor, Chastain F & G

Cybersecurity Skills Competition
6th floor, Chastain H,I,&J



EXHIBIT HALL 
BREAK

Augusta Ballroom, 7th Floor
2:15 p.m. – 3:00 p.m.

GIAC Technology Showcase:
Fixing the Gap(s) in the Cyber Workforce



BREAKOUT
SESSIONS

3:00 p.m. - 3:45 p.m.

Investigating Disparities in K12 Cybersecurity 
Education: Case Study and Approaches
6th floor, Chastain 1 & 2

Defining Diversity within Cybersecurity within the 
Spectrum of Career Categories
6th floor, Chastain D & E

CASCADE Apprenticeship Programs and Cyber Career 
Map
6th floor, Chastain F & G

Emerging Tech Cybersecurity Myth Smackdown: 
Perspectives from the Field
6th floor, Chastain H,I,&J



BREAK 3:45 p.m. – 4:00 p.m.



INFORMATION 
OPERATIONS ARE A 

CYBERSECURITY 
PROBLEM: TOWARD 

A NEW STRATEGIC 
PARADIGM TO 

COMBAT 
DISINFORMATION

Renee DiResta
Research Manager

Stanford University
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EVENING 
RECEPTION

Augusta Ballroom, 7th Floor
5:00 p.m. – 6:00 p.m.


