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Where’s Waldo?



Breakout Box



DaVinci Cryptex



None of the above (I just sat and waited).



Introduction/Background

● 714,548  vacancies in 
the Cyber Workforce

● Broad range of talents 
needed

● Parallels between 
Department of Defense 
workforce and civilian 
workforce

Cyberspace Workforce Elements
https://public.cyber.mil/cw/dcwf/workforce-elements/



Entry Level Jobs



Current Pipeline

● Computer and Information Science (CIS) degrees in 2019

○ 169,288, of those:

■ 31,939 Associate’s degrees → 3,954 open

■ 89,421 Bachelor’s degrees → 19,883 open

■ 45,754 Master’s degrees → 5,931 open

■ 2,174 Doctoral degrees

● How many of these are going into the Cyber Workforce?

● How do we increase the number of students interested in CIS, and 

specifically Cyber Workforce areas?



The Study:  How to best teach Cybersecurity



What is a Pedagogy?

The teaching approaches used to 
help all students learn the 
content articulated in the 
curriculum.

Pedagogy 

Assessment Curriculum



What is a Signature Pedagogy ?

Characteristic ways of teaching to 
prepare  future professionals to 
think, perform, and act in the 
profession.



Research Questions

RQ1:  How do Cybersecurity professionals think and act 
when engaging in their profession? 

RQ2: How can primary and secondary education 
professionals develop learners that think and act like 
Cybersecurity professionals? 



Sample Data Source Analysis

Cybersecurity 

professionals

n=125

Likert style survey 

Quantitative:

● Cybersecurity profession questions

● Cybersecurity teaching questions

● Demographics

● Descriptive statistics

● Measure of frequencies and 

central tendencies

Cybersecurity 

professors

n=8

Focus group ● Inductive coding

● Interrater reliability of greater 

than 80%

● Member checking

Cybersecurity 

professionals

n=2

Interview ● Inductive coding

● Interrater reliability of greater 

than 80%

● Member checking

Research Method and Analysis



Cybersecurity Professionals’ Skills
Adapting Evaluating 

Persistence
Analytical Thinking Experimenting Predicting
Building Improving 

Problem Finding
Collaboration Improvising 

Problem Solving
Computational Thinking Individuality Reflection
Creative Thinking Innovating Resilience
Critical Thinking Knowing 

Resourcefulness
Curiosity Making 

Synthesizing
Data Gathering Memorizing Systems 
Thinking
Designing Mentoring 

Understanding
Design Thinking Metacognition Visualizing
Ethical Considerations Open-mindedness
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Teaching approaches reported by Cybersecurity Educators

Case Studies Interactive Lecture/Discussion 
Research Paper

Class Discussion Interview of CY Professional Research 
Project
Coaching Investigative Research Projects 

Research Presentation
Exams Lecture 

Role Play
Games Media Clips 

Self Assessment
Group Projects Modeling 

Service Learning
Group Presentations Peer Evaluation 

Simulation
Guest Speakers Peer Teaching 

Small Group Discussion
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Conclusions: Surface Structure
“concrete, operational acts of teaching and learning...”

● Demonstration – watch one, do one.

● Provide freedom to explore, try new ways to solve.

● Work in teams.

● Safe environment to experiment (lab access to try stuff).

● Authentic environment

● Play



Conclusions:  Deep Structure
“how best to impart a certain body of knowledge and know-how.”

● Case studies – discuss what happened, how to prevent it.

● Hands-on/Minds-on labs – can't just watch, students must 

do.

● Present challenges that may have multiple solutions.

● Opportunities to connect with in practice professionals
Externship ->Internship (mentor & sponsor)->Apprenticeship



Conclusions: Implicit Structure
“set of beliefs about professional attitudes, values, and dispositions.”

● Ethical – have to ask permission if you don’t own it.

● Trust

● Persistence

● Try it - break it; Try it-Fail-Try again



Conclusions
1. Lively mind is unique and pervasive
2. Cybersecurity professionals are bricoleurs

● One who engages in bricolage
● One who creates from a diverse range of things



Conclusions
1. Lively mind is unique and pervasive
2. Cybersecurity professionals are bricoleurs
3. The pipeline is waning because we are relying on 

natural proclivities.
4. Interest needs to be cultivated intentionally through 

pedagogy that helps to develop #1 and #2.
5. Divide between profession and education is deep and 

persistent across P-16



Implications for Overall Education

1. Don’t bore students
2. Intentional Hands-on/ Minds-on must be planned where 

demonstrating skills
3. Experiential learning 
4. Guided Externship, internship, apprenticeship
5. Adopt an integrative STEAM educational approach



Integrative STEAM educational approach

An approach to teaching where the teacher intentionally plans for 
students to apply the content and practices of science and 
mathematics through the design process with outcomes in either 
engineering, technologies, or arts.



Questions?

Michael Nowatkowski
mnowatkowski@augusta.edu

Ashley Gess
agess@mailbox.sc.edu

mailto:mnowatkowski@augusta.edu
mailto:agess@mailbox.sc.edu




Attracting Tomorrow's Cybersecurity Talent Today

Tambre Paster
Cyber System Security Engineer, Senior Staff/Associate Fellow
Lockheed Martin Aeronautics
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Tambre Paster

Cyber Systems Security Engineer/Associate Fellow

Atlanta, GA

Attracting Tomorrow’s Cybersecurity Talent Today

2022 NICE Conference and Expo
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Need a spark?



42© 2022 Lockheed Martin Corporation. All Rights Reserved.

What: Two full-day events packed with an agenda of fun interactive activities, 
lectures, and demos that taught students principles of cybersecurity.  

Top-Level Goals: Educate and Impact

• Increase awareness of cybersecurity as an area of importance and as a career 
opportunity and develop interest among high school students.

• inspire students to pursue careers in Cyber and STEM and come work for 
Lockheed Martin in the future

• Encourage students to go study it on their own.

Established: July 2019

Lockheed Martin Cybersecurity Camp
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“I really loved this camp!  I learned a lot of valuable information about cybersecurity.” “I'll be back in 6 years as a LM employee”

“Each activity & presentation was fun to participate 

in”

“It was clear that everyone here really loves their job and cares about the campers. I would love to come back!” 
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Meet people where they are.
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Before

What do you see?
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After

Can you spot the 
difference?
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Don’t bee boring.
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The Crypto VRTM Challenge is an fun, educational 

experience in which players are immersed in an 

intense, virtual scenario that requires teamwork and 

ingenuity for mission success.

This a creative, original outreach tool developed by 

the a small group of Cyber Camp volunteers.

CRYPTO VRTMChallenge
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CRYPTO VRTM Challenge
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Make it personal.
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It takes a village.
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Dare to inspire
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Factory TourF-35 Flight Simulator
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Don’t give up.
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Meet people 
where they are.

Don’t be boring.

Make it 
personal.

Dare to inspire.

Don’t give up.

Key Take-Aways

© 2022 Lockheed Martin Corporation. All Rights Reserved.
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With the demand for Cybersecurity professionals continuing to outpace supply, organizations are looking 
for creative measures to close workforce gaps. This session will focus on one company’s philosophies 
and tactics for activating the next generation of Cyber professionals. Listen in on the journey to attract 
and prepare tomorrow’s Cyber defenders through Lockheed Martin’s first high school Cybersecurity 
Camp, as told by the lead Cyber Camp developer. This session may be right for you if you are looking for 
ideas to build your organization’s pipeline or need a spark of inspiration to jumpstart your Cyber outreach 
efforts. This session is designed to inspire those who desire to inspire others.

Session Description

Building the Cybersecurity Pipeline - 45 minutes - Wed. June 8





Networking Break: Transform Learning Process

Mike Morris
Associate Dean Cybersecurity
Western Governors University (WGU)





Integrating Emergency Management Principles into 
Cybersecurity Education

Markus Rauschecker
Cybersecurity Program Manager
University of Maryland Center for Health 
and Homeland Security

Ben Yelin
Program Director, Public Policy & External Affair
University of Maryland Center for Health 
and Homeland Security

Netta Squires
Senior Law and Policy Analyst
University of Maryland Center for Health 
and Homeland Security



Integrating 
Emergency 
Management 
Principles into 
Cybersecurity

Netta Squires, JD, CEM, MSL

Markus Rauschecker, JD

Ben Yelin, JD 



Presentation Outline

1. Where emergency management fits in 

the NICE Framework

2. Defining Emergency Management

3. Practical uses

4. Recommendations and examples

5. Free training resources 



NICE Framework

Task, Knowledge, Skills (TKS)

Strategic Planning and Policy

Risk Management

Legal Advice and Advocacy

Cybersecurity Management and Executive Leadership



Emergency 
Management 

• Framework 

• Coordination

• Collaboration

• Communication

• Wholistic Approach

• Mitigation 

• Preparedness

• Response

• Recovery 

This Photoby Unknown Author is licensed under CC BY-SA

https://commons.wikimedia.org/wiki/File:FEMA_-_33789_-_A_building_inspector_speaks_with_contractors_and_FEMA_officials_in_California.jpg
https://creativecommons.org/licenses/by-sa/3.0/


Cybersecurity as an 
“emergency”

• Baltimore City ransomware attack

• Colonial pipeline

• Kronos ransomware attack



The Intersection 

• All hazard

• Cyber = threat

• Consequence management

• Education 



What can 
Emergency 
Management 
principles do 
for you?

This Photo by Unknown Author is licensed under CC BY-ND

http://flickr.com/photos/texasmilitaryforces/7181921421
https://creativecommons.org/licenses/by-nd/3.0/


Left of Boom

• Threat and Hazard Identification Risk 

Assessment 

• Bring all the relevant partners to the table

• Make a plan

• Write the Plan 

• Train

• Exercise 

• Revise the plan 

• Suggest and draft policies and guidelines 

This Photo by Unknown Author is licensed under CC BY-SA

https://whodoyoulead.com/category/man-made-disasters/
https://creativecommons.org/licenses/by-sa/3.0/


Dooms Day

• Activate plans

• Response plans 

• COOP plans- MEF

• Open an Emergency Operations 

Center (EOC)

• Alternate communication methods, 

Web EOC, Radios, etc

• Coordinate response 

This Photo by Unknown Author is licensed under CC BY-NC

https://atelierdesfuturs.org/horschamp/cyber-attacks-the-long-term-economic-virus/
https://creativecommons.org/licenses/by-nc/3.0/


Right of Boom

• Coordinate recovery 

• Coordinate  resources – local, state, 

feds 

• Request an emergency declaration 

• Write Incident Action Plan (IAP)

• Provide Situation Reports (SitReps)

• Public information and warnings / alert 

systems  (PIO)

• After Action Reports (AARs)/ 

Improvement Plan (IP)

This Photo by Unknown Author is licensed under CC BY-ND

https://mississippitoday.org/2019/06/21/president-approves-disaster-declaration-for-eight-mississippi-counties/
https://creativecommons.org/licenses/by-nd/3.0/


Recommendations

• Incorporate EM Principles into 

Cybersecurity Curricula (Part of a 

Horizontal education framework).

• Incorporate into all levels of higher 

education 

• Teach in a wholistic approach



Opportunities and 
Examples

• Undergraduate 

• 100 Level Course in EM Principles

• Graduate Programs

• Specialized courses in specific 

emergency management topics 

(incident command etc., law & 

policy) 

• Professional

• CISA

• EMI

This Photo by Unknown Author is licensed under CC BY-SA-NC

http://www.thesundayposts.com/2019/11/online-higher-education-and-cultural.html
https://creativecommons.org/licenses/by-nc-sa/3.0/


Existing Resources

• Free Online FEMA Trainings

1. IS-230.E: Fundamentals of Emergency 
Management

2. IS-235.C: Emergency Planning

3. IS-100.C: Introduction to the Incident 
Command System, ICS 100

4. IS-700.B: An Introduction to the 
National Incident Management System

5. IS-120.C: An Introduction to Exercises

•

This Photo by Unknown Author is licensed under CC BY-SA-NC

https://training.fema.gov/is/courseoverview.aspx?code=IS-230.e
https://training.fema.gov/is/courseoverview.aspx?code=IS-235.c
https://training.fema.gov/is/courseoverview.aspx?code=IS-100.c
is-700.b:%20An%20Introduction%20to%20the%20National%20Incident%20Management%20System
https://training.fema.gov/is/courseoverview.aspx?code=IS-120.c
https://technofaq.org/posts/2017/02/get-edge-at-your-work-station-with-updated-knowledge-latest-technical-training-is-available-online/
https://creativecommons.org/licenses/by-nc-sa/3.0/


Key Takeaways: 
Emergency Management 
and Cyber Education

1. Cyber Security is not only an IT issue

2. A key goal of cyber education is to 

gain institutional knowledge to 

prepare for, and respond to, cyber 

incidents. 

3. Emergency Management can help 

you improve your preparedness, 

response, and recovery from a cyber 

attack/ event




